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Method and Apparatus for Unsupervised Truisacjti(^ 
BACKGROUND OF THE INVENTION 



1. FIELD OF THE INVENTION 
The present invention relates to computer networks, and more specifical^ 
machines for performing unsupervised operations. 



2. DESCRIPTION OF THE PRIOR ART 

With current PC and the WWW technologies, the user is essentially a wil^ifijg 
benefits can be achieved from the PC and WWW technologies unless the u^ 
of a computer. ' 



In order to function, computers require human operators to interpret the tp: 
and to instruct the computer on the next step to take. 



f cjjmiation provided, 



Over the last 50 years two divergent meanings for the word 
language as in human languages and language as in computer programmini= 
Computer languages are a set of highly defined rules for creating a list of u|i5tructions, 
language is a symbolic system for communicating ideas, emotions and d^i 
infoimation transfer systems are termed a language, they have very little,, 



T ! 

i\ 



h 



:|)ia network of 



! slave to the PC, No 
is sitting in front 



language de^eljc|i?ed, namely 
^l^guages. 

A human 
Though both 
^f wbything in common. 



■J ■■ 



Human intelligence and human language are strictly interlinked and feedj 
importantly, the association between these two elements occurs within 
interaction. Nothing can be intelligent in total isolation. 



frc|m each other. More 
thid: indium of social 



The AI community spent more than two decades trying to program 
using a variety of computer languages to mimic human intelligence with jliiMited 
are two reasons for this lack of success: the use of an inappropriate, or som 



compiltl^s and the like by 
success. There 
mes a total lack of. 
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Inguages as defined 



interaction medium and the use of inappropriate languages (i.e. computer 
above). 



SUMMARY OF THE INVENTION 
In accordance with one aspect of the present invention, there is provided y Method performed by 
a machine, the method comprising the steps of: obtaining instructions frbpii user to perform i 
task; gathering information from a network of machines; processing thejih^ation in 
accordance with the instructions; and reporting the result of the task to iji; Uer, 



iq the appended 



BRIEF DESCRIPTION OF THE DRAWINGS 

These and other features of the preferred embodiments of the inydiljibn will become more 
apparent in the following detailed description in which reference is madfe 
drawings wherein: 

Figure I is a schematic representation of a computer network. 

Figure 2 is a schematic representation of a machine used in the ne|t|t<^rk of Figure 1. 

Figure 3 is a more detailed view of a portion of Figure 2. 

Figure 4 is a representation of a data structure used in the machiiie i^f Figure 2. 

Figure 5 is a schematic of a derivation of the data structure of Figlir|i4. 

Figure 6 is a schematic illustration of a further embodiment. 

Figure 7 is a schematic illustration of a stiU further embodiment 



DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Referring to Figure 1, a data communication system is shown generally bk' 
system 10 comprises machines 12, 14, 16, 18 connected to each other 
communication system 20, The network 20 can be defined as the mirror cii 
Internet in terms of its information content. It is designed to be used excjuj; 
other PC like devices, collectively designated the machines 12-18 and to 
20 without human intervention, other than that necessary to obtain starting 
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4e numeral 10. The 
thr(b|^ a data 
Shadow of the 
ijviely by PCs and 
fi|i|iction on the network 
lijistructions. 
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Th<! 



HOPS 32 includes a conventional operating system 34, such as DOS or i 
operation of a browser 42, a user interface 44, resident applications 46, 
browser 42 is configured to exchange data over the network 20 between 
the resident applications 46 create and maintain databases 50 and provide 
through the HOPS 32 to permit storage of and retrieval of information, 
enables instructions to be directed to the HOPS 32 from a user and for the 
further queries or provide results of queries to the user. HOPS 32 conirolis 
hard disks, video cameras, and microphones through the native operating 
also includes an interpretation module 38 that receives natural languiage i 
It into an organic intercommunication language to be used by the machine 



At least one of the machines 12-18, for example the machine 12 shown iia 
2, includes a high level operating system(HOPS) 32 to facilitate coramutuc 
network 20. Other machines 14-1 8 may also utilise a HOPS 32 but as mW 

only one such machine is necessary to achieve functionality on the aetwQrlHiO 



re detail in figure 
.6on over the 
explained below 



.1 . 



iowsfor controlling 
Ijardware 48, The 
thdlmachines 12-18 and 
444ess to databases 50 
iuser interface 44 
iOPS 32 to direct 
]^dware 48 such as 
>|E|tem 34, HOPS 32 
mfpibiation and converts 



Referring to Figure 4, interpretation module 38 is shown in more detail 
module includes an analysis and transliteration engine 60 that converts tlie 
a numerical code indicative of the meaning of a word and its function wijthk 
be described more fiilly below. Ambiguities occurring in the transliteratio n 
resolved in a language and context function 62 which also enriches the trii 
incorporating an indication of context. Resolution of ambiguities and 
facilitated by a decision making algorithm 64, which interfaces with a 
utilising history of the machine 12 to provide input to the decision 
history is made available from the resident applications and databases 50 
operator 68, The decision making algorithm can use either fiizzy logic orj 
operates to control the function of the machine 12, As the machine qperat^^ 
algorithm 66 continually improves its functioning and stores knowledge as 
function 62. The decision-making algorithm 64 also has access to a 
70 for storage and retrieval of infomation during operation, 

-3- 
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mterpretation 
zi|4tural language in to 
:a sentence, as will 
^hgine 60 are 
by 

of context is 
algorithm 66 
oThe 
$Ln application 
ic logic and 
the learning 
language and context 
search database 
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1 • 

In order for a machine readable representation of a word to function in a thinner analogous to the 
human language it is necessary for it to denote the same attributes as a W3i|i in such a language, 
namely its meaning, context and the role and emphasis or importance wiildjii the sentence. This 
is obtained by creating for each word or other unit of information such a^ 
maxims or aphorisms a data structure indicated at 80 in Figure 4. 



The transliteration engine 60 operates to accord a unique number to each ^^(jrd that provides both 
meaning and context. Each of the human words, phrases, proverbs, maxiiii^,; and aphorisms from 
all human languages are mapped, preferably using a 32 bit numbering s> s^. Considering the 
fact that a 32-bit number contains approximately 4.3 billion combinations 
opportunity to structure the vocabulary so that future expansion and dynfliflic modification of the 
vocabulary can be possible. 



^phrase, clause. 



Thus, by way of example, the word "eat* • will be accorded a numerical 
indicated at 82. The same code is accorded to the corresponding Germair 
French word "manger" to allow equivalent words to be identified in 
documents. 



ccfi^iof 16bit length 
wi^brd "essen'' and 
t human language 



A particular word may however have more than one meaning leading tol^a^: 
example, the verb "to see" can mean either to discern visually or to undeisfe^d 
the corresponding Gemian word is "sehen" and in the second it is "verstet^i 
is therefore given two possible values, each mapped to corresponding worlS: 
The ambiguity of which is correct is resolved from the context of the wonc . 

W 

A : 

i: 



'ordsi 



The organization of number assignment to various human language words 
way that further benefits from such a mapping system can be realized with 
towards establishment of context for a given sentence. For example wi 
same categories within a thesaurus scheme are numerically grouped by ai 
number 84 that indicates the thesaurus grouping. Thus, in the example d 
visual discernment is accorded a numerical code of the thesaurus group o 
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meaning of understand is accorded the numerical code for "comprehensip 
words within the same numerical group may be identified as potential rfepl 
structuring a search. 



tif.y In this maimer, 
ement words in 



The grammar of the natural language is conveyed in the machine languag^^ 
as opposed to inflectional maimer. Each word therefore has a numerical 
meaning and contract. The role of the word within a sentence also contribi 
understand the idea conveyed by the series of words making up the sentjeHoe 
word is a function of the granmiar of the natural language. 



The word order of the grammar can be any of the six combinations 
In this embodiment, the order Subject, Verb, Object is used for convenieii^ 
to the English speaking population. 



of Sujbjict, Verb, and Object 
^duetoits^iliarity 



Sentences in machine language are represented as structure in the form of 
dimensional matrixes. For ease of explanation, a three dimensional matrii 
description of the concept. 



As shown in figure 5a, the dimensional axes of the matrix correspond toltlfifoUowing: 



x. word role 

y. relative importance of sentence elements 
z. time order. 

The sense of time within the sentence for both tenses of verbs and time nil 
elements (e.g, before, after etc.) are organized as x-y planes with differeni: 
integer z values correspond to future evoits moving progressively fiirthesr 
value. Similarly the negative z values then correspond to events that are i 
reserved for the present and z=0 is reserved for truth statements, time m 
For example statements such as "I work" or "we fear" or "hydrogen is li 
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a strictly positional 
i^tiiier indicative of 
s to the ability to 
i. The role of the 



edifying sentence 
^yalues. All positive 

ii ' 

jilth increasing z 
Jthe past. Z=l is 
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then oxygen'' will 
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all have a z=0 value in their matrix entries, since they are time ind.ependeji|b| -The value of the z 
plane recorded, at 86 in the data structure 80 of Figure 4. 



A skipped z value within the matrix structure indicates a completed action 



This timing scheme helps to accommodate varying number of tenses in diii^ent human 
languages as well as individual schemes that are developed within each h ji)^ language to 
identify tenses by modifying the verbs. 



For a given z value of the sentence matrix, the corresponding x-y plane is 
figure 5b to signify the role or function of the word in a sentence and itsjsi 



sentence. Spaced columns 74,76,78 in the matrix indicate the principle fun^^ons of die word in 



the sentence, namely subject, verb, and object in the example given and i 



1 ^ the respective one of the columns. Each column has an x value which i$ n^lbrded at 88 in the 



data structure 80 for that word with the positions of the principle fun£tio|E|s{ |Sxed 
purposes. ,: i 



is! recorded at 90 in the 



As a general example, consider the sentence: "A hungry white cat ate a sijr. 
illustrated in figure 5c. 



This sentence has a z value of -1 since it happened in the past, i.e. the yejihi 
tense, ate- Accordingly thCTe is no need to use the past tense of the verb "e^- 
since this is signified by the z value of the plane of the sentence. The ve^fi 
numerical code that identifies the word eat and the category to which it rel 



S 

The position of the row on the matrix is used to indicate the relative impcrt^ce of a word in the 

3 

sentence. The top left comer of the grid (for a given z value) can be assujiiefd >N). As the 
magnitude of negative y values gets progressively larger, the relative itnpciftance of that 
particular word within the sentence is gradually diminished. The y value i 
data structure 80. 



(D^ganized as shown in 
gjriificance in the 



^ent columns qualify 



for reference 



ilil black bird" as 



ii ; 

I to eat is in the past 
?* in the column 76 
eat " is given a 
;es. 
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qliunm 72 as the 
ijird, either an ammal 



jrithm 64 and the 



Similarly the word "cat" is identified as the subject and located in the cohu^jiii 72 with a 
numerical value corresponding to the word "cat" that is a subset of the gro of numbers 
associated with the category of "animals". The word "bird" is located in 
subject but the transliteration engine detennines two possible meanings o 
that flies or a sound indicating derision. The ambiguity is referred to the lj>|i|guage and context 
fimction 62 which resolves the ambiguity and indicates ttie appropriate nvidlerical value 

The resolution of the ambiguity is achieved utilising the decision making 
learning algorithm 66. As noted above, the decision making algorithm n^alj[|je implemented as a 
fiizzy logic function having a set of inputs and a rule structure to return a oscular result for a 
given set of inputs. The decision making algorithm 64 may take as one sit 
of other words within the sentence to detennine which is the correct meani 
"cat" is also of the "animal" category, and may, as another input access the Jeaming algorithm to 
determine past activities of the user. In this situation the learning algorithir , accesses the past 
queries database and notes that each of the past queries have been categQri!>|d as '^animal " 
related. On the basis of these inputs, the rule set of the decision making 2^g<jFithm determines the 
correct word is that in the animal category and attributes the appropriate mfierical value to it 

The position of the words on the y axis identify the relative importance of i fie word in the 
sentence. In the example of figure 5c, the words "cat'\ **eat", and "bird" af^^laccorded high 
importance and the modifiers accorded a lesser importance. Accordingly juiiinference is that the 
sentence is primarily related to animal habits and the sentence emphasized 
a bird. All attributes of the cat and/or the bird are secondary to the main a^|ijvity conveyed by the 
sentence. 



pf mputs the category 

*ij - 

[jg, e.g. the fact that 



The same sentence can be represented in the matrix in many altemsttive 
emphasis. The sentence representation shown in 5d in which the colours 
importance converts the meaning of the sentence to an interplay between 
and de-emphasizes the act of eating. 
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Accordingly the words forming a sentence may be represented as a set ofiiBmerical 
having a position within a co-ordinate field that together provides meanlin 
contextual infonnation . The resulting data structure 80 may then be used 
meeting specified criteria. 



values, each 
g,i significance and 
^ identify information 



Given the granunar rules and conventions that are described above^ eveiry 

t 

natural language can be examined for several aspects to derive contextual 
all each individual pattern that is formed at consecutive x - y planes of tb e fnatrix provid 
information on the emphasis. This pattern clearly shows whether the en^pill 
verb, subject or on one or more of the modifiers of the sentences. Furthi 
pattern emphasis between the layers of the matrix also indicates the empti 
aspect of the sentence, e.g. the representation of the verb "eat" on the z « 
importance indicates emphasis on past actions. 



A given sentence can be further analyzed for "concept relationships'' 
human speech where a word might have several potential meanings. Wfeei^fhe 
emphasized words are further analyzed with respect to their thesaiirus 
possible to uncover other potential meanings for a given sentence. For i^ils 
emphasized in a manner that is shown in figure 5d might lead to a conclius iip^ 
discussion seems to be about the feeding habit of a particular cat, in facjt. 
between die forces of good and evil i.e. white vs. black. In the context of 
allows the machine to locate information that would otherwise not be coi 



ILS|d6 

-I ," 

1 



When the pattern emphasis analysis and the concept relationship analysis 
sentences and paragraphs represented in this manner it is possible for a 
the data structure the contextual information that is conveyed by a docuini|it 
language, 
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|$ntence within the 
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idethe 
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.(^re the relative 
s in the timing 
I plane at highest 



are occurrences m 
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Given a well defined grammatical structure for the machine language arid 



contains all words that exist in any given language it is possible to develojpitranslation programs 
to convert any common language to the machine language and vice versa, 
enhanced search or inforaiation retrieval capability is obtained. 



Every web page and potentially all available documents that are created iLn 
can be represented as a data structure 80 translated into this '"universal" mtbhine 
hence can be made available for the use of the machines 12, 



^ vocabulary set which 



To better describe the characteristics of the network 10 and HOPS 32 an' 
attempting an information collection from the machines connected to the 
presented. Initially, the user communicates with the machine 12 via the 
initiate a task such as a search. The communication between the machine 
of the conventional means ranging from voice recognition to keyboard eel 



p<|akriple of the user 
^twork 20 is 

interface 44 to 
^d the user can be any 



The machine HOPS 32 uses the interpretation module 38 to translate the' i 
machine language and provide a data structure indicative of the context 0 
data structure representing the request a search strategy is implemented tc 
relevant to the request. This may for example initially be the identification 
accorded the highest importance, i.e. y - o, in the request or combinatiori^ 
"eat" and contextual grouping "animal" This inforaiation is then passed 
Making Algorithm (DMA) 64 within the HOPS 32, DMA 64 initiates a 
existing local databases 50 to identify relevant information that might stoifc!- 
that the request could not be satisfied locally, DMA 64 opens up the broW^skr 
application operator sub system. 



otfto 

I : 

sejitch, 



Using the browser 42 a search is initiated using one or many of the 
techniques. The browser searches all available web sites and analyzes their 
language/context sub system of HOPS 32 for their relevance. 



9- 
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^y human language 
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If a relevant section within a web page is identified then the DMA 64cre^f^s 
database 70 and copies the site information and the document into this 
infonnation to the initial search criteria that was selected. 



The searching and saving to the temporary database 70 continues until al|l 
are exhausted or some pre-established search parameter limits such as 
this point the DMA 64 slightly varies the search key words or phrases by 
emphasis and thesaxirus-grouping techniques as explained above. For ex, 
broadened to the category to which it relates and the time parameter maiy 
in the past (z = -1). Further searches are then initiated by the DMA 64 as. 
phrases and keywords. This repetitive process stops when the user establj^iied 
criteria is satisfied. 



The fact that all of the information that is gathered to this point is in the rm 
enables DMA64 to '^mderstand" the context and meaning of all of the doqjuments 
within the temporary search database. The DMA 64 then generates severali 
be used as criteria for the final decision making process. 



These parameters can be, by way of example,: 

• the original search criteria that was inputted by the user, 

• the relevance tags that are generated for the captured documents; 

• documents that are captured by several different search criteria 

• and other parameters based on past history of the user. 



These are then used with Fuzzy Logic (FL) and^or Chaotic Logic (CL) 
embedded in the DMA 64, depending on the diversity or complexity of tixfe results 



The DMA 64 finally creates a sunmiary document or a final report, based 
by the content analysis and the decision making systems. This document 
compiled from many different documents and direct links to the original 
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section was obtained. The final summary document is then translated 
to the users own human or natural language. 



froirj 



asiiects 



The DMA 64 then initiates the learning algorithm 66 and stores the key 
pennanent database as well as the final document that is created for the t$0r 
eliminates the temporary database 70 



A key characteristic of the HOPS 32 is that it can function without any infa 
the user (a human) within the operating parameters that are set by the use 
using Internet crawlers and robots the Internet can be constantly scanned, 
image stored in servers. The images are stored as translations perfomied bV-! 
module. As a result, a mirror of the Iniemet is created in the machine liaL[i 
machinesl2-18, which run the High-level Operating System 32, will then 
network 20 directly. In accordance with a request fi-om a user, they will 
process and repackage the information therein without any direct human i 



Through the use of peer-to-peer file sharing technology, user files that aiie 
be searched and downloaded by all clients that are on the network 10. If tii^peer 
that is used by the network 10 turns out to have central servers then these 
organized to ensure efficient location of inforaiation by the machines 12t 



|he machine language 



of the search in a 
fiand subsequently 



i[qlt:or intervention fi:ora 
l\ccordingIy, by 
tijjanslated and its 
'!the interpretation 
^ge. The 
btp;able to access the 



mm 



|i be able to gather, 
iW^Hvention. 



iat copy righted can 
,^ . _>to-peer system 
ssiyers can be 



A question in the machine language such as "do you have information on 
transmitted to a relevant peer-to-peer server on the network 20 by the HQPB 



flyare of their own 
is associated with 



In a further embodiment, the individual machines may analyse or become : 
content They will know and '^understand" the content of the web page thd ] 
them as well as the contents of all the files that are stored in various locatic As in their databases 
and hard-drives. This will open up the possibility of a machine asking a cj>]i|tent related question 
to a specific member of the network or to a number of members that are as ^pciated with that 
subject matter. 



i?"will be 
32- The server will 
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respond by identifying network members that might have the right answer, 
originating the question will then broadcast the question to those members 
machines will answer back to the original machine directly thereby elimir^^g 
search for answers in machines where there are none. In the long run the 
over the network will replace the common search techniques. The above i< 
described using the example of information retrieval. However, the tecl 
to other areas where messages utilise the data structure 

In a still further embodiment, the potential of virus infection of the machjuuiTnay be mitigated. 



The machme 
Jn turn these 
the need to 
bi|4adcasting questions 
qii^bodiments have been 
s may be appUed 



Each computer utilising the HOPS 32 will be able to "understand" the con 
each message that is received over the network and each document that arr 
indicates a vims may be identified by HOPS 32 before they can take mov^ 
hardware of the machines. The DMA 64 is used in this context to determinHi 
relevant based on past history (e.g. is Snow White relevant to the machine' 
originate from a trusted user, are any web sites warning of a potential virii|s 
message when a determination is made. 



Similarly the monitoring of messages by the DMA 64 may eliminate all spii|ii and Junk mail 
from each machine. Creation of viruses as well as spam will be completely faceable to its origin. 



:^nt and meaning of 
es whose content 
Anther into the 
1 if the message is 
^juser), does it 
|nd reject the 



iJiiSi 



allsa 



In a yet still further embodiment, the peer-to-peer style feciUtates the retr^^ 
material whilst respecting the owners rights The servers associated Nviih 
operate the HOPS 32 to determine not only the nature of the request but 
authorised transaction or not. Authorised transactions can be tracked andllfi 
intermediary company instead of the company that is making the intdlecl 
on ttie network, since all of the Machine net users will be registered users 
company, which establishes the machine net company, will also serve as la 



'^4 



12 



Val of copyrighted 
peer-to-peer activity 
whether this is an 
cdbythe 
property available 
<j)|:this service. The 
credit company. 



JflN-03-2002 16:26 



□RANGE 8. CHAR I 



416 601 8454 P. 19/30 



1 

2 

3 

4 

5 

6 

7 

8 

9 
10 
11 
12 
13^ 
140 

16L.;: 

m= 
2inj- 

22 
23 
24 
25 
26 
27 
28 
29 
30 



In another embodiment illustrated in Figure 6> in which like components 
identical reference numerals with a suffix added, a more sophisticatec 
is provided. Its components can be demonstrated by the following descriptjipn 
Satellites 90. 



A satellite 90 can be defined as a combination of hardware and software 
application. Networked satellite hardware and software contains the HOP 
language and a means to connect to the machine net. This satellite is then 
satellites specializing in different areas of use. 



An example of a networked satellite can be a '"phone satellite'' whose speo 
retention of contact information. This small box sits somewhere (possibly 
in the house and maintains individual and ^ily phone lists as well as capja^ility 
calls. A user can communicate with it via voice or another conventional 



be denoted witii 
i|se of the network 10a 
of networked 



nii^s 



simply 



If the user is looking for the phone number then the phone satellite can si 
undertake a phone number search for the given name. If further inforraatxiii. 
location (i.e. the European continent or UK) is available this information 
the phone satellite to reduce the search time or multiple hits. 



be instructed to 
such as potential 
ciii; also be provided to 



Satellites being fully capable of performing the tasks without any human: 
can run searches for the user for days or weeks in the background until 
information is obtained or other pre established criteria is achieved. 



To perform the search the satellite hooks on to the network 10a using the 
32a and starts systematically searching various information sources in the 
individually or by broadcasting a question as described above. Such infqntiation 
membership information of various societies, direct name searches etc, foj: 
potentially identifying a location (guidance search) for the name prior to 
phone books* 
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igned for a specific 
i32, organic machine 
ikltworked witti other 



|lised application is 
1 i|l multiple locations) 
to make phone 



o jfarator intervention 
thi^jnecessary 

it 
.1 



air 



ipabilities of HOPS 
i^ftwork, either 

sources include 
liie purpose of 
in-depth search in 
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If the guidance search provides any results then the satellite HOPS 32aiJi|; 
clues. From the information that is distilled from the analysis, a phone 
initiated for the locations that are previously identified. Every time a ma|<|! 
recorded, HOPS 32a files this information in a specific database within |t 



llyses them for further 
search can be 



iji or a close match is 



At the end of the search, the satellite summarizes the results as explaindd 
generates a summary document for the user. If the user chooses, the final 
stored in the more permanent database of the satellite for future reference! 



The self initiating nature of the HOPS 32a allows the satellite 90 to maiiiy n 
contact information on a periodic basis by directing a request to the diffetisnt 
the records of the original search maintained in the database. 



I^viouslyand 
Moimation can be 



in distributed 
t^t die service time 



sue 3 



|s the *'most 



The satellites 90 may be networked to share information as well as to maiiilain i 
knowledge base for the user. For example a 'Vehicle satellite" will notiiii i 
for the vehicle is approaching. It then will automatically: 

• select the best possible service centre with respect to the type of s^^fic® *e vehicle needs 
through the network 10a utilizing the user established criteria i 
inexpensive place within 15 minutes of driving distance", 

• contact service centres to determine available time slots for choseU ! 

• comiect to the satellite which looks after the day timers for the 
check the appropriateness of the potential booking time slot withii 
of the family, 

• if thCTe are no conflicts it will book tihe appointment 

• it then will transfer this information to the day timer satellite so thi^ it is recorded in all 
day timers. 

• it will connect to the phone satellite and through it will contaict i 
wife/husband/significant other at work via e-mail (or other means) 
appointment information. 

- 14- 



satellite. 



and update the 
sources based on 



service centre 
wjiDl^ifamily and will 
jie^ect to the activities 



ser's 



tq transmit the new 
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from the services satellite and the phone satellite it will identify tihl4 inost 
service (fastest or cheapest or with most cars etc.) and will book a 
the vehicle drop off at the service centre, 

it then will report this activity to the user for necessary modificati|)^! 
And finally will note all the selections and activities approved by 
information in its permanent database for future reference. 



Jifejuser and store this 



Such interaction is facilitated by the availability of the information froml tHe yarious sources in a 
data structure that can be '^understood** by the HOPS 32 and context deteijiWrned. 



In a further embodiment shown in Figure 7, the attributes of the machine 



a security enviroimient. A biometric device 100, such as an iris scan, firig<Jfprint scan or DNA 



appropriate taxi 
r4xicabforthe time of 



IS. 



based identification system is provided as an input to a machine 12b. The 
as part of the databases 50b a library of identification data from which the 
If no match is available, or if further verification is required, a request isistlqucrurcd by the HOPS 
32b to locate further information. Once an identity is obtained, either froirijlpcal databases 50 or 
via a netwide search, a decision may be made on information available. A ^earch for aliases to 
the identified party can be conducted, a search of qualifications or work hii^tory and information 



regarding the nature of the facility to being accessed is obtained. The 
results and detemiines whether further information is required or whether 



21rii If for example, the biometric scan identifies the person as John Doe and tii ^i search reveals he is 



an employee of a power generating station with a PhD in Nuclear Physics ';vith no known aliases, 

then admission to the nuclear facility is permitted. If however the scan ind^:ates a person with a 

it ' 

number of aliases, no fixed addresses and no reason to be entering a nucicj^ facility, then access 
would be denied. 



Such investigation may also be used to corroborate answers to supplemehl 
mothers maiden name, personnel at a particular location where presently 
related information by configuring requests for such data over the network 



;ut^;uage are utilised in 



ifmchine 12b includes 
sban can be matched. 



\ fe4b processes these 
(Jiiitry can be approved. 



questions, such as 
siiployed, or other 
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In each of the above embodiments, the provision of the infomiation is a 
provides meaning, context and significance, in combination with decisiiijik^ 
enables an exhaustive retrieval and screening to be performed in an efTeciive maimer. 



Although the invention has been described with reference to certain 
various modifications thereof will be apparent to those skilled in the ait 
the spirit and scope of the invention as outlined in the claims appended 



lijkta structure that 
roaking algorithms 



speciic embodiments, 
;;^^thout departing from 
hokxo. 
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